NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIIMXCS 1J151 PASMEILEHMS
HA OPUINAJIBLHBIX THTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCA OOJBIIE, a MIKOJIbHHUKH
OJIHM W3 CaMbIX aKTHBHBIX MOJib3oBaTenel PyHera. Mexay TeM, TOMHUMO OTPOMHOIO
KOJIMYECTBA BO3MOXXHOCTEW, MHTEPHET HECeT W NpoOieMbl. DTa MaMsITKa JOJDKHA
OMOYb TeOe 0€30MMaCHO HAXOUTHCS B CETH.

KomnerorepHsie BUPYChI

KomnproTepHblii BHPYC - 3TO Pa3HOBUJHOCTh KOMIBIOTEPHBIX MPOrpamM,
OTJIMYUTEIHHOU OCOOCHHOCTBIO KOTOPOH SIBIIIETCS CHOCOOHOCTHh K pa3MHOXeHUuio. B
JOTIOJIHEHUE K 3TOMY, BHPYCHl MOTYT NOBPEAUTH WM MOJHOCTHIO YHHUYTOXHUTH BCE
¢aiinel M JaHHBIE, MOJKOHTPOJIbHBIE IOJb30BATENI0, OT HMEHM KOTOpPOro Oblia
3amylleHa 3apaKeHHas NporpaMma, a TakKe IOBPEAWTh WM JaXKE€ YHUYTOXHUTH
ONEpaAIMOHHYI0 CHCTEMY cO BceMu (aiimamu B 1ieioM. B OonblIMHCTBE ciydaeB
pacpoCTpaHsIOTCS BUPYChI U€PE3 UHTEPHET.

MeTobl 3a1UThl OT BPEAOHOCHBIX TPOTPAMM:

1. Hcnonb3ylh COBpEMEHHBIE OINEPAIMOHHBIE CHCTEMbI, HMMEIOIIHE CEPbE3HBIM
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX POTPaMM;

2. IlocrosiHHO ycTaHaBavBai mautu (UppoBBIE 3aIIATKH, KOTOPHIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IEJIbI0 JTOpa0OTKH NpPOrpaMmbl) M ApyrHue OOHOBIIEHUS CBOEH
omnepanuoHHoi cuctembl. CkaunBail UX TOJBKO ¢ O(UIIMATIBHOTO caiiTa pa3paboTurka
OC. Ecnu cymiecTByeT peKuM aBTOMAaTHYECKOTO OOHOBJICHUSI, BKIIFOUH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEpE TIOJ TMpaBaMH IOJb30BaTENs, a He
aJIMUHUCTPATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM
WHCTAJUINPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcrnonb3yili  aHTUBHPYCHBIE  NIPOrpPaMMHBIE  HPOAYKTBI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBBTOMATHYECKUM OOHOBIICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJIsSI IOCTOPOHHUX JIULL;

6. Vcnonp3yll BHEIIHME HOCUTENW HMHPOpPMALMM, Takue Kak (emka, AUCK WU
(aiin U3 uHTEpHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBalli KOMIBIOTEpHbIE (Dailsibl, TOJyYEHHbIE M3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te Qailnbl, KOTOpble MpHUcianl TBOM 3HAKOMBIN. Jlydlle yTOYHU y
HEro, OTMPABIISII JIK OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He By niepeiayn JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIb OPSHI, MapKa.
Eme B 1991 rony mupepnanackas kommanus 3apeructpupoBaia openn "WECA", 4ro
ob6o3nauano cioBocoueranue "Wireless Fidelity", koropbeiii mepeBOAMTCS Kak
"GecrpoBOHAS TOYHOCTH".

Jlo Hamiero BpeMeHHu JAouuia Jpyras aOOpeBuarypa, KOTOpas SIBISETCS TaKOW xKe
TexHonorue. 9ro abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObLTO TaHO ¢ HAMEKOM Ha
cTaHAapT Bbiclied 3BykoBoil TexHuku Hi-Fi, yTto B mepeBonme o3HauaeT "BbICOKas
TOYHOCTB".

Jla, OecmiaTHbII WHTEPHET-IOCTYN B Kade, OTeNsIX U a’pornopTrax sBISETCS
OTJIMYHOW BO3MOXHOCTBIO BbIXOJla B MHTEpHET. HO MHOrme skcmepThl CUMTAKOT, YTO
obmenoctynubie Wi-Fi cetu He sIBISIOTCS O€3011aCHBIMM.

CoBeTbl 110 0€301aCHOCTH PabOTHI B 00IIEI0CTYIHBIX ceTsax Wi-fi:



1. He nepenaraii cBoro nuuHyro uHbopmMaIiyoo yepes oduieaoctynasie Wi-Fi ceru.
PaboTas B HUX, *enaTebHO HE BBOAUTH MApOIH IOCTYIIA, JOTUHBI U KAKUE-TO HOMEPA;

2. Ucnonb3yil u OOHOBIISI aHTUBUPYCHBIE NIPOrpamMMbl U Opanamayep. Tem cambiM
ThI 00€30MacHuIIlb ce0s1 OT 3aKaUYKH BHpPYyca Ha TBOE YCTPOIMCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkmoun dynkuuo "OO6mui goctyn k dainam u
npuHTepam". JlanHas (QyHKIUSA 3aKpeiTa 1O YMOJTYAHHWIO, OJHAKO HEKOTOPHIE
M0JIb30BATENIM aKTUBUPYIOT €€ JUIsl yA00CTBa HCIOIb30BaHMs B paboTe Win yueoe;

4. He ucnone3yit myOnuunsiii WI-FI my1st mepenaun TUYHBIX TaHHBIX, HATIPUMED IS
BBIX0/Ia B COLIMAIbHBIE CETU WM B AJICKTPOHHYIO MOYTY;

5. Wcnonw3yit Tonbko 3amuineHHoe coenuHenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOM UMEHHO "https://";

6. B wmoOwibHOM Tenedone ortkmoud pyuknuoo "Tlogkmodenne k  Wi-Fi
aproMarnuecku'. He momyckail aBTOMaTUYECKOrO MOJKIIOUEHUSI YCTPOMCTBA K CETAM
Wi-Fi Ge3 TBoero coracusl.

CounasibHbie CETH

CounanibHble CETH aKTUBHO BXOJSAT B HAIlly >KU3Hb, MHOTHE JIIOJU PabOTaOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan mMuiuiuapa 4ejOBEK, 4TO
SIBISIETCSI OJHOM CeabMOM BCEX JKHTENIEeH IIaHeThl. MHOTHE TOJIL30BaTEeId HE
MOHUMAIOT, 4TO MH(OpMaIUsl, pa3MEIIeHHAss UMU B COLUAJIbHBIX CETSAX, MOXKET OBITh
HalileHa U MCIOJIb30BaHAa KEM YIOJHO, B TOM YHCIE HE 00s3aTelbHO € OJlarumMu
HaMEPECHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpannup cnMcok npy3ed. Y 1e0s B JIPy3bsiX HE JODKHO OBITH CIy4alHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuinaii CBO0 YacTHYIO *U3Hb. He ykasbpiBaii maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXIEHUS W APYryl0 JUYHYI0 HWHGOpMAIHIO. 3IO0YMBIIUICHHUKA MOTYT
UCIIOJIB30BaTh Jake WHGOPMAIIMI0O O TOM, KaK Thl U TBOU POAMUTENN ITUTAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3anuuiail CBOIO penyTaIuio - Iep>KU €€ B YUCTOTE U 3a7aBail cebe BOMpocC: XOTel
OBl ThI, YTOOBI APYrUe MOJI30BATEINU BUJIENHU, YTO Thl 3arpyxaemis? [logymaii, npexie
YeM 4YTO-TO ONyOJIMKOBAThH, HAMKCATh U 3arpy3UTh;

4. Ecnu Tbl TOBOpPHILIB C JIIOABMH, KOTOPBIX HE 3HACIIb, HE HCIOJb3YyH CBOE
peaibHOe UMS U IPYTYIO JTUYHYI0 UH(POPMAIIUU: UMSI, MECTO KUTEJIHCTBA, MECTO yueObl
U TIpoyee;

5. Wzberait pazmemnienus ¢otorpaduit B MHTepHeTe, Tme Th u300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEAEIUTH TBOE MECTOIIOJIOKEHHE;

6. [lpu peructpanuui B CONMAIBLHON CETH HEOOXOIUMO HCIOJIB30BATh CIIOKHBIC
apoJIx, COCTOSIIINE U3 OYKB M IM(P U C KOJTMUYECTBOM 3HAKOB HE MEHee §;

7. Jlns coumanbHOM CEeTH, MOYTHl M JIPYTMX CalTOB HEOOXOJUMO HCIOJIB30BaTh
pasHble maponu. Torga eciu TeOs B3JIOMAIOT, TO 3JIOYMBIITUICHHUKH TOJydaT JOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHBI U

DONEeKTpOHHBIE JIEHbIM - O3TO OYEHb YJIOOHBIA CMOCOO TUIaTeXKed, OJHAKO
CYILIECTBYIOT MOLLIECHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T JICHBIH.

DJIEKTPOHHBIE JI€HBIW MOSABUJIUCH COBCEM HENABHO M HMMEHHO M3-32 ATOTO BO
MHOTMX F'OCyAapCTBax J0 CHUX IOP HE MPOIUCAHO MPO HUX B 3aKOHAX.



B Poccun xe oHM (PYHKIIMOHMPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, IIe MX
pa3AeiSItOT Ha HECKOJIBKO BUIOB - AaHOHUMHBIE U HE aHOHMMHBbIE. Pa3HHIla B TOM, 4YTO
aHOHMMHBIE - 3TO Te€, B KOTOPBIX pa3peuiaercs MPOBOAUTH oOmepanuu 0e3
UACHTU(UKAIIMM TI0JNH30BATENsl, @ B HEAHOHWMHBIX HICHTH(DHUKAIMSA TOJIH30BATEIS
ABIIAETCS 0053aTENBHOM.

Taxxe crmemyer  pasnauyaTh — JJEKTpOHHBIE  (uUaTHbie  JEHBIHM  (paBHBI
rOCYJIapCTBEHHBIM BaJIOTaM) UM DJIGKTPOHHbIC He(uaTHbIE JIeHbI'M (HE pPaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI 10 O€30MacHO paboTe ¢ ANEKTPOHHBIMU JCHbIaMU:

1. TlpuBsku K cueTy MOOWIIBHBIN TeneoH. DTO camblii YAOOHBIA U OBICTPHIA
crnoco0 BOCCTAaHOBUTH JOCTyn K cueTy. [IpuBsi3aHHBI TeleoOH MOMOXET, €Cciu
3a0y/1e1b CBOM IUIATEKHBIN MapOJIb WM 3alJICIIb Ha CAUT C HE3HAKOMOT'O YCTPOMUCTBA;

2. Ucnone3yit ogHopasosble napoau. [locie nepexona Ha yCHIIEHHYIO aBTOPU3aLUIO
Tebe yKe He OyJeT yrpoKaTh ONMACHOCTb KPa)Ku WJIM IiepexBaTa IJIaTeKHOTO MapoJis;

3. Boibepu cnoxnbsiil napons. [IpecTtynHukam OyneT HE MPOCTO yrajaTh CIOKHBIN
napoJsib. HamexxHble maponu - 3TO mapojiu, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B ce€0s CTPOYHBIE W MPOMHUCHBbIE OYKBBI, HU(MPHI U HECKOIBKO CHMBOJOB,
TaKWe KaK 3HaK Joyuiapa, pyHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCIIIb.

DIIEKTPOHHAS TOYTa

OJIEKTPOHHAs IOYTa - OTO TEXHOJIOTHUS M TNPENOCTABISIEMBIE €K YCIYTH 10
NEPEChUIKE U TOJYYEHUIO 3JIEKTPOHHBIX COOOIEHUHM, KOTOpPbIE PpacCHpelesitoTCs B
KOMIBIOTEPHON ceTH. OOBIUHO JIEKTPOHHBIM MOYTOBBIM SIIMK BBIMISIUT CIETYIOIIUM
o0Opa3oM: UMsl_T0JIb30BaTeNsA(@uMs_jaoMeHa. Takke KpoMme nepejauu MpocToro TEeKCTa,
UMEETCsl BO3MOXKHOCTb NepeiaBaTh (aiibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C ICKTPOHHOM MOUTOM:

1. Hano BbIOpaTh MpaBWIbHBINA MOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIM
BbIOOpP O€CIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO Jy4Ille JOBEPATh TEM, KOTO 3HaeUIb U
KTO IEPBBI B PEUTHUHTE;

2. He yka3piBaii B JIMYHOM mouTe JMYHYIO HHpopMauuio. Hanpumep, myurie
BbIOpaTh "My3bIKaIbHBIN _(panat@" umum "pok2013" BmecTo "Temal3";

3. HWcnonp3yil OBYXATAaHYI0 aBTOPU3ALMIO. JTO KOTJa MOMHUMO MapoJisi HYXKHO
BBOJIUTH KO/, MpUChIIaeMblii 1o SMS;

4. Beibepu CII0XKHBIN Taposib. J[j1s KakK10ro MOYTOBOTO SIIMKA JOJKEH OBITh CBOM
HAJIC)KHBIN, YCTOWYNBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTb BO3MOKHOCTB HAIMCaTh CaMOMY CBOW JIMYHBIN BOIIPOC, UCIIOJIB3YH ATy
BO3MOKHOCTB;

6. Vcronp3yii HECKOJIBKO MOYTOBBIX SIIUMKOB. [IepBhIil Jis1 4aCTHOM MEPENUCKU C
azpecataMy, KOTOPBIM Thl JOBEPSIEIIb. JTO IEKTPOHHBIN apec HE HAJ0 UCIIOIb30BaTh
IIPU PErUCTpaliY Ha popyMax M caiTax;

7. He oTkpbIBail ¢ailsibl 1 Ipyrue BIOKEHHs B MUCbMaX, Aa)K€ €CJIM OHH MPUIIIN OT
TBOUX Jipy3el. Jlydille yTouHU y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (ailibl;

8. Ilocne oxoH4aHusi pabOTHI HA MOYTOBOM CEpPBHCE MEPE] 3aKPHITUEM BKIAJKHU C
caiiToM He 3a0y/ib Ha)KaTh Ha "BeriTu".



KubepOymiuHr uau BUPTYyaabHOE U3EBATEIBCTBO

KubepOymumiHr - mpecienoBaHue COOOIISHUSIMHU, COJEPIKAIIUMH OCKOpPOJICHUS,
arpeccuro, 3amyrMBaHHeE; XYJIMIAHCTBO; COLMAIbHOE OOMKOTMPOBAHHE C MOMOUIBIO
pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 110 O0pHOE ¢ KHOSPOYTITMHTOM:

1. He 6pocaiics B 60it. Jlyummii cmoco6: MOCOBETOBATHCS KaK ceOsl BECTH U, €CIH
HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHaudaje yCHOKOHUTbCS. Eciu Thl HayHeNlb
OTBEUaTh OCKOPOJEHUSIMH Ha OCKOPOJEHHS, TO TOJBKO eIle OOJbIlIe Pa30kKeIlb
KOH(JIUKT;

2. Ynopapisii cBoel KubeppenyTaimei;

3. AHOHUMHOCTb B ceTH MHUMAas. CylIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyJIUTIaHCKUN 00pa3 BUPTyalibHOM Ku3HU. IHTEpHET pukcupyet
BCE TBOM JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYyJET KpaitHe 3aTpyIHUTEIHHO;

5. Cobmroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urhopupyit enuHuuHblii HeratuB. OJIHOPA30BbIE OCKOPOUTEIIbHBIE COOOIICHUS
Jdy4iie UrHopupoBaTh. OOBIUHO arpeccus MpeKpamlaeTcs Ha Ha4aabHOW CTauu;

7. ban arpeccopa. B mporpammax oOMEHa MIHOBEHHBIMU COOOIIECHUSIMHU, B
COIIMAJIIBHBIX CETAX €CTh BO3MOYKHOCTh OJIOKUPOBKHM OTIPABKM COOOIIEHHH C
ONpEeEIEHHBIX aJPECOB;

8. Ecmu 1Bl cBugerenb KuOepOysimHra. TBOM JEHCTBUS: BBICTYIIUTH MPOTUB
npecieaoBaTens, IOKa3aTb €My, 4YTO €ro JCHCTBHS OLEHUBAIOTCS HETaTHUBHO,
MOJIJIEPKaTh KEPTBY, KOTOPOI HY)KHA MCUXOJIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCUBHOTO MOBEJICHUS B CETH.

MoobunbHbI# Tenedon

CoBpeMeHHble cMapThOHBI M TUIAHIIETHI COJAEpX AT B ceOe BIOJIHE B3POCIBIMA
byHKIMOHAT, W TeNmepb OHM MOTYT KOHKYpPHpPOBaTh CO  CTallMOHAPHBIMH
KoMIibtoTepamMu. OfHAKO, CPEACTB 3aIIUTHI JUIsl MOJOOHBIX YCTPOWCTB TOKAa OYEHBb
Majio. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJAUT HE TaK UHTEHCUBHO, KaK
st TIK, 1o 'e camoe kacaeTcss U MOOUJTbHBIX TPHIIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JIOTHAJIM HACTOJbHBIE
aHaJIOTH, OJIHAKO paclIMpeHue (yHKIIMOHAJIA BJIeUeT 32 CO00M OOJIBINYIO CIOKHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENM BBITYCKAIOT OOHOBJICHMS, 3aKpbIBAIOIINE
KPUTHYECKHUE YS3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JJIs1 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He sBisieTcst mo-HacTosmeMy OecriaTHBIM. byab OCTOPOXKEH, BEIb KOTIa
Tebe mpeaiaraloT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHMe-TO TIJIATHBIC
YCIIYTH;

Hymaii, mpexzae uem otrpaButb SMS, ¢hoTto uinu Bumeo. Tl TOYHO 3HACIID, TJI€ OHH
OyayT B KOHEUHOM uTOre?

Heo6xoa1umo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxail npunokeHuss OT HEHU3BECTHOI'O MCTOYHHMKA, BEIb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MPOTPaMMHOE 00ECIIeYEHUE;

[Tocne Toro kak Thl BBIMJICIIL C CaliTa, IJI€ BBOJAWI JUUYHYIO MH(OpPMAIUIO, 3ai1 B
HacTpoiku Opay3epa u yaaiu cookies;



[lepuoguueckn mNpoBepsid, KAaKWe IUIATHBIE YCIYTM AaKTUBUPOBAHbBI Ha TBOEM
HOMEDE;

JlaBaii cBoii HOMEep MOOUJIBLHOTO Tele(OoHa TOJIBKO JIIOASAM, KOTOPBIX Thl 3HACUIb U
KOMY JIOBEpSEIb;

Bluetooth momxeH ObITH BBIKIIIOYEH, KOTJA Thl UM HE Mojib3yemibcs. He 3a0biBaii
WHOTI' 1A POBEPATH 3TO.

Online urpsr

CoBpeMEHHbIE OHJIAWH-UTPBI - 3TO KPAaCOYHbIE, 3aXBAaTBIBAIOIINE pa3BIICUEHUS,
00BEIMHSIONINE COTHU THICAY YEJIOBEK MO BceMy Mupy. UTpoku ncciaenyroT TaHHbI UM
MUp, OOIIAIOTCS JIPYr C APYTOM, BBIMOJHSIOT 3aJlaHUs, CPAKAIOTCS C MOHCTpaMU U
MOJIYYalOT OIBIT. 3a YJIOBOJBCTBUE OHM IUIATAT: MOKYIMAKOT [OHWCK, OIUIAYHUBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAKHE-TO OMIIUH.

Bce 3Tu cpenctBa uayT Ha NOAAEPKAHUE M PA3BUTHE WIPhI, a TAKKE HA camy
0€30I1aCHOCTh: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPU3ALIUMH, BBIITYCKAIOTCS HOBBIE MTATUU
(g poBbIe 3aIIATKY JIJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogoOHBIX Wrpax CTOMT omacaTbCsi HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3aLMK OOJIbLIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

l. Ecniu papyroil urpok BeneTr ceOs IJI0OXO WM COo3AaeT TeOe HENpUsITHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. Tloxanylicss aIMUHUCTPATOpPAM HWIPHl HA IUJIOXO€ MOBEICHUE 3TOTO HWIPOKA,
YKEJATEIbHO MPUJIOKUTHh KAKKE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail muunyo nHGopMaIiuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeopuIMaabHbIC TATYH U MOJIBI;

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsl UT'Pbl HE CTOMT OTKJIFOYaTh aHTUBHUpPYC. [IoKa ThI urpaemis, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KpaXka JUYHBIX JaHHBIX

OOBIYHON Kpakel JeHEer W JOKYMEHTOB CErOJIHA YK€ HUKOTO HE yAMBHUIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUN 3JOYMBIIUIEHHUKH MEPEMECTUIIUCh B UHTEPHET, U
MPOJIOIKAIOT 3aHUMATHCS " TFOOUMBIM'" JEJIOM.

Tak mosiBWJIach HOBasl yrpo3a: MHTEPHET-MOILIECHHUYECTBA WU (DUILMHT, TJIABHAS
1eJb KOTOPOTO COCTOMT B MOJIYYEHUH KOH(PHUACHIMAIbHBIX JAHHBIX MOJb30BaTECH -
JIOTUHOB U maposiei. Ha aarnuiickoM si3eike phishing unrtaercs kak ummunr (ot fishing
- peIOHast TOBJIs, password - maposb).

OcHOBHBIE COBETHI TI0 00PHOE ¢ (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI mojo3peBaeIb, YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOPAM pecypca
00 3TOM Kak MOYKHO CKOpee;

2. Hcnonw3yit Oe3omacHble BeO-CaiTbl, B TOM 4YHCJIE, HWHTEPHET-Mara3uHOB U
MTOMCKOBBIX CUCTEM;

3. Ucnonb3yil cliokHbIe U pa3Hble napoiau. Takum oOpaszoM, eciu TeOs B3JIOMAIOT,
TO 3JI0YMBIIIEHHUKH MOJy4YaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUIIO B CETH, a HE
KO BCEM;



4. Ecnu TebOst B31OMaiu, TO HEOOXOAMMO MPEIyNpPeIuTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJEeHbl Y T€OsI B JAPY3bAX, O TOM, UYTO T€Os B3JIOMaJM U, BO3MOXHO, OT
TBOETO UMEHH OYJIET pacChUIATHCS CHaM U CChUIKUA Ha (PUIIIMHIOBBIE CANTHI;

5. YcranoBu HaaexHsblii napois (PIN) Ha MoOunsHbIN TenedoH;

6. OTKIII0OUN cCOXpaHeHWe TapoJisi B Opaysepe;

7. He oTkpeiBait (haliiiel v Ipyrye BIOKCHHS B TMChMaX, JaKe €CITM OHU TPUIILIN OT
TBOMX Jpy3ei. Jlydle yTouHu y HUX, OTIIPABJISUINA JIU OHU TeOe 3TH (Daiisbl.

[{udposas penyramus

[udpoBas penyranusi - 3T0 HEraTUBHAsl WM MO3UTHMBHAs WHGOpPMAIUs B CETH O
tebe. Kommpomerupyromass wuHdopMmaius, pa3MenieHHass B HMHTEPHETE, MOXKET
CEpBhE3HBIM 00Pa30M OTPA3UTHCS Ha TBOEH peanbHOM ku3HU. "Lludposas penyramus" -
3TO TBOM UMUK, KOTOPBINA hopmMupyercs u3 uHGpopManuu o Ted0e B UHTEpHETE.

TBoe MecTo XUTENbCTBA, Y4eObl, TBOE (PUHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K IyOJIMKaluu — JIMYHON
uHpopmanuu B VHTepHeTe, HE MOHMMAas BO3MOXKHBIX MOCHEACTBHI. Thl naxe He
CMOXeIIb JIorafaThCsi O TOM, 4TO (QoTorpadus, pa3MelleHHass 5 JieT Hazajl, craja
IPUYUHON OTKA3a MPUHATH T€0S Ha paloTy.

KommenTapuu, pasMmenienue TBoux (ortorpaduid U Jpyrue OEHUCTBHS MOTYT HeE
UCYE3HYTh JaXXe MOCIEe TOTO, KaK Thl UX YAAJIHIIb. Thl HE 3HACHIb, KTO COXPAHMII 3Ty
uH(popMaIMIo, MoMaja JIM OHAa B INOMCKOBBIE CHUCTEMBl M COXpaHWJIAch JIM OHA, a
IJIABHOE: YTO MOJYyMAarOT O TeOe OKpY)KarollMe JIFOIU, KOTOPble HAaUAYT U YBUIAT 3TO.
Haiitu nadopmaiinio MHOTO JIET CIIYCTsI CMOKET JIF00O0H - KaK U3 T0OPbIX MOOYKICHUN,
TaK U C HAMEPEHUEM NMPUUUHUTD BPEA. ITO MOXKET ObITh KTO YI'OJIHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOH pEITyTaIUU:

1. Ilonymaii, ipesxie 4em 4To-To mMyOJUKOBaTh U NepeaaBaTh y ce0s B 0Jjore Wi B
COIIMAJIbHOM CETH;

2. B nactpoiikax npoduiis yCTaHOBH OIpaHUYEHHUS Ha TPOCMOTP TBOETO NPOoduIst U
€ro COAEPKUMOTO, CAENAN €ro TOIbKO "Wt npy3en”;

3. He pasmemaili u He yka3piBall MH(POpPMALMIO, KOTOpask MOMXET KOro-indo
OCKOPOJISITh MM OOUXKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE MIKOJBHUKU - aKTUBHBIEC IMOJb30BATEIU LU(POBOTrO MPOCTPAHCTBA.
OpHako AajieKo He BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMH BO3MOKHOCTAMHU LIU(PPOBOTO
Mupa TpeOyeT coOII0IeHUS MPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTD.

TepmuH "WHTEIUIEKTyalbHAsS COOCTBEHHOCTH'" OTHOCHUTCS K Pa3JIMUYHBIM TBOPECHUSIM
YeJIOBEYECKOT0 yMa, HauyMHas C HOBBIX H300pEeTEHUH M 3HAKOB, 0003HAYAIOIINUX
COOCTBEHHOCTh Ha TPOAYKTHI W YCIyTW, U 3aKaHYWBas KHUTaMmH, Qortorpadusmu,
KUHO(QUIbMAMH U MY3bIKAJIbHBIMU MPOU3BEICHUSIMH.

ABTOpcKHE TpaBa - JTO TMpaBa Ha HUHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BEIACHUSI HAyKH, JIUTEPATypbl M HCKycCcTBa. ABTOPCKHE IpaBa BBICTYNAKOT B
KauecTBE T'apaHTHUU TOr0, YTO MHTEIIEKTYyalbHBIA/TBOPUECKUN TPya aBTOpa HE OyAeT
HaIpacHbIM, JJACT €MY CIIPABEIJIUBBIE BO3MOKHOCTH 3apadoTaTh Ha pe3yJIbTaTaX CBOETO
TpyJa, MOJTYYUTh U3BECTHOCTH U Mpu3HaHue. Hukto 0e3 pasperieHus: aBTopa He MOXKET
BOCIIPOU3BO/IUTH €r0 MPOU3BEACHHUE, PACHPOCTPaHATh, MYOIMYHO JAEMOHCTPUPOBATH,
npojaBaTth, HMIIOPTHUPOBATh, IyCKaTb B  MpPOKaT, MyOJUYHO  MCIOJHSTH,
MOKa3bIBaTh/UCIIOJIHATD B 3(pupe nnm pazmeniats B MiuTepHere.



Hcnonp3oBanne "MHUPATCKOTO" MPOTpaMMHOIO OOECIICUEHUS] MOKET MPHUBECTH K
MHOTUM DPHCKaM: OT MOTEPH NAaHHBIX K TBOUM aKKayHTaM 10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAaHOBJICHA HeJleranbHas mporpamMma. He ctouT Takxke 3a0bIBaTh, 4TO
CYIIIECTBYIOT JIETAIbHBIC U OCCIUIATHBIE IPOTPAMMBbI, KOTOPHIE MOKHO HAWTH B CETH.

O noptaine

CereBUYOK.p() - TBOW TJIABHBIM COBETYMK B CETH. 37€Ch ThI MOXKEIIb y3HATH O
0€30MacHOCTH B CETH TOHATHBIM M JOCTYITHBIM SI3bIKOM, a TPU BO3HUKHOBECHHH
KPUTUYECKON CHUTyallMil OOpaTHTHhCS 3a COBETOM. A TakKe MPHUHATH yYacTHE B
KOHKYpCaX M CTaTh CAMbIM ITU(POBBIM TPAKTAHHHOM !





